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AnHoTaumsa. Hacrosimmast crtaThsi MOCBSIICHA pa3padOTKe W KOMIUICKCHOMY aHaIu3y
METOJIOB MAIlIMHHOTO OO0y4YeHHS, MPUMEHSEMBIX AJIi aBTOMAaTUYECKOTr0 OOHApy>KEHUsS aHOMAJIUK B
YHUBEPCUTETCKUX JTaHHBIX.

AKTYalbHOCTh HCCIIEIOBaHUs OOYCIIOBIEHA CTPEMUTEIbHBIM POCTOM O0BEMOB LU(POBBIX
JaHHBIX B aKaJIeMUYECKOW Cpele, a TakkKe HEOOXOJAUMOCThIO OIEPATUBHOTO BBISIBICHUS
HETUIMYHBIX TMAaTTEPHOB IMOBEACHUSA, CIIOCOOHBIX CBUICTENHCTBOBATH 00 aKaJeMHUYEeCKON
HEYECTHOCTH, HETOYHOCTH JIOTOB CETEBOT0 TpaduKa WK yrpo3ax HHOOPMAIIMOHHON OE30ITaCHOCTH.

B pabote cucreMaTU3UPOBAHBI TEOPETUYECKUE OCHOBBI OOHAPYKEHUSI aHOMAJIHM, BKIIIOUYast
KJIACCU(UKALUIO aHOMAIWK TIO0 TUNAM (TOYCYHBIC, KOHTEKCTyaJbHBIC, KOJUICKTUBHBIC) M 0030p
CYIIECTBYIOIIUX MOAXOA0B K MX BbIABICHUIO. [10poOHO M3MOKEH MaTeMaTU4YecKuil ammapar Tpéx
KITFOUEBBIX QJTOPUTMOB: MeToja wu3oisiuonHoro Jeca (Isolation Forest), ocHoBaHHOTO Ha
CIIy4aifHOM pa30HMeHnHU MPOCTPAHCTBA MIPU3HAKOB; HEHPOCETEBOrO MOIX0/1a Ha 0a3e aBTOPHKOAEPOB,
HCIIOJIL3YIOIIETO OMMOKY PEKOHCTPYKIIMU B KA4eCTBE MEPhl aHOMAJIbHOCTH; a TAK)KE aJrOPUTMaA
nokanbHOro ¢akropa BeiOpoca (Local Outlier Factor, LOF), ounienuBaromiero creneHb OTKIOHEHUS
00BEKTa OTHOCUTEILHO €0 JIOKATLHOTO OKPYKEHUSI.

OKCHepUMEHTAIbHBIE HCCIEAOBAHUS MPOBOJWINCH HA PEaNbHBIX YHHUBEPCUTETCKUX
JAHHBIX, OXBATHIBAIOIINX aKaJIEMUYECKYIO YCIIEBA€MOCTbh, IMOCEIMAEMOCTh, aKTUBHOCTh B LMS-
CUCTeMax W Npoxoismui cereBoil Tpaduk. [IpennoskeH KOMIUIEKCHBIA aHCAMOJEBBIA MOAXO,
WHTETPUPYIONIUN PE3yNIbTaThl BCEX TPEX AIrOPUTMOB HA OCHOBE B3BEIICHHOTO T'OJIOCOBAHMS.
[IpoBeneHna cpaBHUTENbHAs OIGHKAa MeETOAOB To MeTpukam Precision, Recall u Fl-score.
Pe3ynbpTaThl JAEMOHCTPUPYIOT BBICOKY) TOYHOCTH OOHAPYXEHHS AHOMAIHMA MPU MHUHHUMATEHOM
YpOBHE  JIOKHBIX  cpabaThIBaHHI, YTO TOATBEPXKIAET MPAKTUYECKYI0  MPUMEHUMOCTb
MIPEITIOKEHHOTO MOIX0/1a B YCIOBHSIX PEATbHOW YHUBEPCUTETCKOM CpEIbl.

KiioueBble cjioBa: MalMHHOE OO0yueHHE, OOHApy>KeHHWE aHOMaJHil, YHUBEPCUTETCKUE
JaHHBIE, U30JIALIIMOHHBIN Jiec, aBTOdHKOAep, LOF, anroputmer kinaccuduxarmm.

Beenenne

CoBpeMeHHbIE YHMBEPCUTEThl HAKAIUIMBAIOT OIPOMHBIE MAacCHUBBI JAHHBIX: CBEIEHHUS 00
YCIIEBAEMOCTU CTYJEHTOB, MHTEPHET-Tpa(PUK, TaHHBIE O MOCEIAeMOCTH, OMOIMOTEUHbIE 3aIUCH,
pe3ysbTaThl HAyYHBIX MCCIIEJOBAHMM M aJMHHHMCTpPaTUBHBbIE OTYETHI. HapyleHus B 3TMX IaHHBIX
— aHOMaJMM — MOTYT CBUJAETEIbCTBOBaTbh O MOUIEHHMYECTBE, OIIMOKaX BBOJAA JIaHHBIX,
HECTaHJApTHOM IOBEIECHUH MOJIb30BaTeNell U CUCTEMHBIX cOosx [1].

CymecTBytomue ucciaeaoBaduss B oomactu LMS-cucteM Ka3axCTaHCKUX YHUBEPCUTETOB
MOJITBEPK/IAIOT aKTyaJIbHOCTh 33J]aui OOHApY>KEHUSI aHOMAJIMK B aKaJIeMUYeCKUX JaHHBIX. B 2023
rogy NpoBeA€H CpaBHUTEIbHBIM aHanu3 TpEX HauOosiee pacnpocTpaHEHHBIX B Kazaxcrane
wiar¢popm — Platonus, Univer u Canvas, — 1o KpUTEpUSM CTPYKTYpbI, (YHKIIHOHAILHOCTH U
kuOepOe3onacHOCTH. ABTOpbl YCTAaHOBMJIM, YTO HHU OJIHA U3 PACCMOTPEHHBIX CHCTEM HE
o0ecreyrBaeT 10CTaTOYHOTO YPOBHS 3aIIUTHI OT COBPEMEHHBIX yIpo3, @ PEryJspHbIe MHIUACHTHI
YTEUKH JTaHHBIX CBUAETEIbCTBYIOT O HEOOXOJUMOCTH UHTETPalli UHTEIIEKTyaIbHbIX MEXaHU3MOB
oOHapy>KeHHsl aHOMAaJHMi HEeNoCpeACTBEeHHO B MH(ppacTpykrypy LMS. JlaHHBI BBIBOA NPsSMO
MOTHBHUPYET HACTOSIIEe UCCieoBaHue: pa3paboTka U anpolalus METOJ0B MAITUHHOTO 00y4YeHHUs
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JUI. aBTOMaTHUYECKOI'O BBISIBICHHUS aHOMAaJMil B YHMBEPCUTETCKUX IAHHBIX SBJISETCS JOTHUYECKUM
MPOAOIDKEHHEM 0003HAUCHHOTO HANpaBJICHUS U MPU3BAaHA BOCIOJIHUTH CYIIECTBYIOLIMH mpoben
MeX1y (QYHKIMOHAIbHBIMH BO3MOXHOCTSMHU aKaJAeMHYECKUX HH(OPMALMOHHBIX CUCTEM U
TpeOOBaHUSMU COBpEMEHHOM kubepbe3onacHocTu [2].

[To nanupiM uccnenoBanusi Kaur & Singh (2020), 6onee 34% yHUBEPCUTETOB B MHpE
CTOJIKHYJIMCh C MHIMJCHTaMHU YTEYKH JAaHHBIX 32 MOCICAHHUE IATh JIET, MPUIEM OOJBIIMHCTBO M3
HUX OBbUTHM OOHApY)KEHBbI C OMO3JAaHMEM HU3-3a OTCYTCTBHUS 3(PPEKTUBHBIX ABTOMATHU3UPOBAHHBIX
cucreM MoHuTopuHra [3]. DT0 mNOIYEPKUBAET OCTPYI0 HEOOXOAWMOCTH  pa3pabOTKU
WHTEJUJIEKTyaJIbHBIX ~METO/JOB OOHApy>KEHHs aHOMAJIWW, aJanTHPOBAaHHBIX K crenuuke
00pa3oBaTENbHBIX YUPEIKIACHUH.

[lenp HacCTOALIETO HCCIENOBAaHUS — pa3padoTaTh M OLEHUTh KOMILIEKC METOOB
MAIIMHHOTO OOYYeHHs JJIsi aBTOMATHYECKOTO OOHApYKEHHs aHOMAJIUil B T€TEPOT€HHBIX JaHHBIX
YHUBEPCHUTETA.

3amauyn pabOTHl BKIIIOYAIOT: aHATU3 CYIIECTBYIONIUX MOIX0A0B K OOHAPYKEHUIO aHOMAIIUN;
(dbopManu3anuo MaTeMaTHUYECKOTo anmnapara KJI4YeBbIX aITOPUTMOB; POBEACHUE CPABHUTEIHLHOTO
HKCHEPUMEHTA; BEIPAOOTKY MPAKTUYECKUX PEKOMEHIAIMN I BHEIPEHUSL.

Knaccuueckue MeTo 1bl 0OHApyKEeHUs aHOMATUN

[TpoGiiema oOHapyxkeHus aHomManmii (anomaly detection) m3ydaercss B CTaTHCTUKE U
MAaIllMHHOM OOYYEeHHMU Ha MPOTSHKEHUM HecKonbkux aecstuietuid. Chandola, Banerjee & Kumar
(2009) B cBOEM OCHOBOIIOJIATAIOIIEM 0030p€ BBIACIIIIA TPU TJIABHBIX KJIACCA AHOMAJIMWA: TOUCUHBIC
(point anomalies), koHTekctyanbHble (contextual anomalies) u komnekTuBHble (collective
anomalies) [4].

Cratuctuueckre MeTOAbl, Takue Kak Z-score u Kputepuih ['pabca, s3pdexTuBHBI 1715
OJTHOMEPHBIX JaHHBIX, HO IUIOXO MAacIITaOWUPYIOTCS Ha MHOTOMEpPHBIE MPOCTPAHCTBA MPH3HAKOB.
Meron k-Ommxaiimmux cocenerd (kNN) mo3BosiseT paboTath ¢ MHOTOMEPHBIMH JaHHBIMH, OJHAKO
HMMEET KBaJPATUUHYIO BBIYUCIUTEIBHYIO CII0KHOCTE O(n?).

MeTo/ 161 Ha OCHOBE MAIIMHHOTO O0YYEHUs

Liu, Ting & Zhou (2008) npennoxwunu anroput™ Isolation Forest (iForest), ocHoBaHHBII Ha
MIPUHIIMIIE W30JSAIUM aHOMAJIbHBIX TOYEK C TMOMOIIBIO CIIy4alHBIX JepeBbeB [5]. DTOT Meron
MOKazaj JIMHEHHYIo cloKHOCTh O (n log n) u BbICOKYI0 3()(PEKTUBHOCTh Ha BBICOKOPAa3MEPHBIX
naHHbIX. Tak ke HarisgHoe mpuMeHeHue ainroputMa Isolation Forest (iForest) mis oOHapyskeHUs
anomanmu B KazaxcTaHCKHX 00pa3oBaTeNbHBIX YUPEXKICHHSIX, B OCOOCHHOCTH JUISl BBISBICHHUS
aHoMayIui B kubepOe30macHOCTH ObLITN NMPHUBEIEHBI B HAYUHBIX cTaThsix oT 2025 rona [6].

Breunig et al. (2000) pa3paboranu anroput™m Local Outlier Factor (LOF), Beruucnstomuii
JIOKAJIbHYIO IJIOTHOCTh TOYKH OTHOCUTENBHO €€ coceneil [7]. DToT noaxos ocobeHHOo 3P PeKTHBEH
IIPU HEPAaBHOMEPHOM paCIIPE/ICIICHNHN TaHHBIX.

B mocnennue rojpl HIMPOKOEe pacnpocTpaHEHUe MOJIyuniIn HeilpocereBble MeToabl. Hinton
& Salakhutdinov (2006) moka3zanu, 4TO aBTO3HKOJEPHI CIOCOOHBI 3()()EKTUBHO OOHAPYKUBATh
aHOMAJIMM Yepe3 BBICOKYIO OIIMOKY PEKOHCTPYKIMHU JIsi HETUINUYHBIX 00pa3noB [8]. Ocobbrit
MHTEpEC NMpeACTaBIA0T BapuamoHHble aBTo3HKoaephl (VAE), npeanoxennsie Kingma & Welling
(2013), koTophie 0OECIIEYNBAIOT BEPOSTHOCTHYIO HHTEPIIPETALIMIO0 aHOManui [9].

[Tpumenenue B oOpa3oBaTenbHOM chepe

B xontekcte oOpasoBarenbHbix JaHHBIX Chen et al. (2021) npuMeHSIM METOMBI
OoOHapy KeHHsI aHOMAJIMA JJIsl BBISBJICHHUS aKaJIeMUYECKOTO MOIICHHUYECTBA B OHJIAIH- HK3aMeHaxX
[10]. ABTopsl gocturnu Tounoctu 91.3% Ha Habope ganHbIX U3 50 000 3amuceli HSK3aMeHAITMOHHBIX
coOpiTuii. Romero & Ventura (2020) cucrematusupoBanu noaxoasl Kk Educational Data Mining,
yKa3aB Ha MOTEHLIMA HEWPOCETEBBIX METO/IOB Ul aHAJN3a MMOBEIEHYECKUX MATTEPHOB CTY/IEHTOB
[11].

Teopernueckue 0CHOBBI 1 MaTeMaTHYeCKHUIl annapar

dopmanuzanus 3aga4u

IIycte X = {Xi1, X2, .., Xa} — MHOXECTBO HaOmoaeHuil, rme xi € RI. 3amaua
OOHapyKEHHS] AHOMAIHUN COCTOUT B MOCTPOSHUH (PYHKIIUHU:
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f: Re - {0, 1}, rne f(xi) = 1 osHauaer aHomammo, f(xi) = 0
— HOPMY.

B obmiem Buze 3aaya penraercs yepe3 BHIYUCICHUE CKOpa aHOMAIBHOCTH S(Xi) U
MpUMEHEeHue rnopora 0:

f(xi) =1, ecimm s(xi) > ©

Anroputm Isolation Forest

Isolation Forest ctpout ancamOb ciy4yaifHbIX JepeBbeB n3omanuu (isolation trees). Jlis
Ka)XJIOW TOYKHM X BBIYHCISIETCS cpenHss anuHa myTH h(x) mo m3omsamun. CKOp aHOMaJIbHOCTH
ompeaensercs Gopmyoi [5]:

s(x, n) = 2"( -E[h(x)] / c(n) )

rne E[h(x)] — marematudeckoe OXHAaHUE IUHBI MyTH JUISI TOYKH X, N —
KOJIMYECTBO HAOJI0/IeHNUH B 00yUaromel BEIOOpKe, ¢(n) — HOPMHUPOBOYHBINA KOADHUIIUEHT:

c(n) = 2H(n-1) - (2(n-1)/n)
3nech H(i) — i-e rapmonunueckoe yucio: H(i) = In(i) + 0.5772156649 (koHcTaHTa
Diinepa—MackepoHn).

ITpu s(x, n) — 1 Touka sBIsETCS aHOMalMel; pu s(X, n) — 0.5 — HOpMaJIbHBIM
HaOJIFOICHUEM.

Local Outlier Factor (LOF)

Anroputm LOF oneHuBaer JOKajdbHYIO IUIOTHOCTh TOYKM OTHOCUTENIBHO €€ k-
O KalImmx coceneid. BBoIsATCS cleayromue BeIMIuHbI [7]:

Hoctmxumoe paccrosiaue (reachability distance):
reach-dist k(p, o) = max{ k-dist(o), dist(p, o) }
JlokanbHast focTIXKUMast I0THOCTH (Ird):
lrd k(p) =1 / ( & {0o€N _k(p)} reach-dist k(p, o) / IN k(p)| )
Urorossiii ckop LOF:
LOF_k(p) = ( Z_{o€N_k(p)} 1lrd k(o) / 1lrd_k(p) ) / IN_k(p)|

3nauenue LOF k(p) >> 1 ykaspiBaer Ha aHomanmuio; LOF k(p) = 1 — Ha
HOpMaJbHOE HAOJI0/IEHHE.
ABTO3HKOIEp [UI OOHApY’KEHHS] aHOMAIIUH
ABTOPHKO/IEp — HEHPOHHAS CETh, 00OyUYEeHHAs] BOCCTAHABJIMBATH BXO/IHBIC JaHHBIE.
ApXuUTEKTypa COCTOUT U3 3HKoJepa (encoder) u aexonaepa (decoder):
z = f enc(x; 6 e) = o(We *x + b e) x”
= f dec(z; 6. d) = oW .d - z + b d)
Oyukuus notepsb npu 00yuenuu (MSE pexoHcTpyKIum):
L(x) = |lx - x"]]?2 =51 (xi - x"1)?2

Ckop aHOMaJILHOCTH ONpeeNsieTcs Kak omMrOKa peKOHCTPYKIMH. [1J1s1 HopMaJIbHBIX
naHHbIX L(X) Mano; 11 aHOMallnii — 3HaYUTEIbHO BBIIIE Topora 0:

s AE(x) = L(x) = [|x - f dec(f enc(x))]|[?
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Mertpuku KadyecTBa

JUis OIeHKM KayecTBa MOJEJEH HCIONIB3YIOTCS CTaHJApTHBIE METPUKH OWHApHOM
kiaccupukanuu. Ilpw  wHamumumm TP (McTMHHO — moJoXuTenbHBIX), TN  (MCTHHHO
orpunarenbHbix), FP (1oxkH0 nonoxutenbubix) U FN (J105KHO OTpULIaTeNbHBIX) PE3YyJIbTAaTOB:

Precision = TP / (TP + FP) Recall
= TP / (TP + FN)
Fl-score = 2 (Precision Recall) / (Precision + Recall)

[Mnomane nog ROC-kpuBoit (AUC-ROC) Bbruncnsercs Kak:

AUC = fo' TPR(FPR) d(FPR)

Onncanue TaHHBIX U NPeR00pPadOTKA

CTpyKTypa YHUBEPCUTETCKUX JTAHHBIX

B nccnenoBannu MCHonbp3ylOTCs TPU KaTErOpUU TaHHBIX yHUBepcuTeTa: (1) akagemuyeckue
JaHHbIE — OIICHKM, IIOCEIIAaeMOCTh, pEe3yJbTaThl TECTOB;, (2) JaHHBIE ceTeBoro Tpaduka —
MHTEPHET 3alpoChl U BHYTPEHHUI/NOKaIbHBINA Tpaduk; (3) moBedeHUECKHUEe JaHHbIE — KYpHAJIbI
aktuBHOCTH B LMS (Learning Management System). O0mmii 066éM natacera coctasmi 487 320
3anuceit 3a nepuoya 2020-2025 rr.

Ta6n1z1ua 1— XapaKTepI/ICTI/IKI/I AaTraceTa YHUBCPCUTCTCKUX JAHHBIX

Tun 1aHHbIX KoJu1-Bo 3anuceit IIpu3znakos % aHoMasui
AxanemMuyeckue 215 000 18 2.3%
CereBoii Tpaduk 142 000 12 1.8%

[ToBenenueckue (LMS) 130 320 27 3.1%
Uroro 487 320 57 (oOmmuii) 2.4%

[TpenoOGpaboTka TaHHBIX
[TpenoOpaboTKka JaHHBIX BKIIIOYAJa: yAaJeHHe TyOINKAaTOB M 3aHCE C POITYIIEHHBIMU
3HayeHussMH (3.7% ot obuiero 00bEMa); HOPMAIU3ALMIO YUCIOBBIX MPU3HAKOB METOJ0M Min-
Max scaling:
(x - x min) /

X _norm = (x_ max - X min)

a TaKKe KOAMPOBAHME KaTErOpHalIbHBIX IEpEeMEHHBIX MeToaoM one-hot encoding.
Pa3ouBka Ha oOyuaromyro (70%), Banmpmanuonnyio (15%) u TectoByro (15%) BbIOOpKH
OCYILECTBISIACh cTpaTU(uuupoBaHHo [12].

JKCcrnepuMeHTATbHOe UCCIeI0BaHHe

Kongurypanus mozaeneit

Bce oskcnepumenTsl mnpoBogwinch Ha 1iargopme Python 3.10 ¢ ucnonb3oBaHuem
oubmmorek scikit-learn 1.3, TensorFlow 2.13 u PyTorch 2.0. [lns BocmpousBogumocTu
ycTaHaBinBaics (GukcupoBaHHbIM random seed = 42.

Tabnuua 2 — ['unepnapaMeTpbl HACTPOMKH MOJIENeH

Mopennb ITapameTtp 3HaueHue
Isolation Forest n_estimators 100
Isolation Forest Contamination 0.024
Isolation Forest max_samples 'auto’

LOF n_neighbors (k) 20
LOF Contamination 0.024
LOF Metric euclidean
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Autoencoder Ciou sHKOZIEpa 57—32—16—8
Autoencoder Crnou nekoaepa 8—16—32—57
Autoencoder AxTUBanus ReLU + Sigmoid
Autoencoder Omox / batch 100/ 256

Pe3ynbTaThl CpaBHUTEIHHOTO aHAIIN3A

B rtabmume 3 mpencraBiieHbl CBOJHBIC PE3yJbTaThl TECTHPOBAHUS Ha BBIICICHHOMN
TectoBoi BbIOOpKEe (73 098 3ammceit, w3 kortopeix | 754 — anomanuu). MeTpuku
PacCYUTHIBAIIUCH 110 METOAOJIOTUH, OITUCAHHOM B pazjene 3.5.

Tabnuna 3 — CpaBHeHHUE TPOU3BOAUTEIBHOCTH METOIOB OOHAPYKEHUS aHOMAIIUI

Metona Precision | Recall F1-score AUC-ROC | Bpewms (¢)
Z-score (baseline) 0.612 0.543 0.575 0.741 0.8
kNN (k=20) 0.731 0.698 0.714 0.812 124.3
LOF (k=20) 0.814 0.776 0.795 0.871 87.6
Isolation Forest 0.863 0.841 0.852 0.924 12.4
Autoencoder 0.891 0.867 0.879 0.947 43.2
AHcaMOJ1b 0.912 0.894 0.903 0.961 61.8
(IF+AE+LOF)

Busyanu3zanus pesynbtatoB — J{uarpamma cpaBaenust F1-score

Z-score & :

NN 7 | 7na
LOF | : 79.5
Isolation Forest & : 85.2
Auoencoder | N
Ancavn6ms &

Pucynok 1. CpaBaenue 3Hauenuii F1-score mo metonam (Bu3yanu3aius JaHHBIX TaOTUIIBI 3)

JlexoMmo3uIMs pe3ynbTaToB aHCAMOIeBOW MOJENH MO KaTeropusM JaHHBIX MOKasala, uyTo
HauBBICIIAs TOYHOCTH jJocturaetcs st ceteBoro tpaduka (F1 = 0.931), uro oObsicHsieTcs Ooee
4ETKUMH TaTTepHAMH AaHOMAIbHBIX TpAH3aKIMHA. AKaJIeMUYECKHE JaHHBIE JIEMOHCTPUPYIOT
npomexxyTounbiid pe3yibTaT (F1 = 0.897), Torna kak nmoBeaeHvyeckue ganabie LMS — HauMeHbmmi
(F1=0.878) BBUAY BHICOKOI BApUaTUBHOCTH HOPMAaJIHHOTO MOBEACHUS CTYICHTOB.

Ta6ﬂnua 4 — PeBy.]'IBTaTLI aHcamOJIeBOit MOACIH 110 TUIIaM JAaHHBIX

Tun JaHHBIX Precision Recall F1-score Kox-Bo
aHoOMAaJIHii
AkanemMuueckue 0.924 0.871 0.897 494
CereBoil Tpadux 0.941 0.921 0.931 256
[Torenenueckue (LMS) 0.869 0.887 0.878 1 004
CpenHeB3BeLIEHHOE 0.912 0.894 0.903 1 754
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Bnusinue runepnapameTpoB

[TpoBenéH aHanu3 4yBCTBUTEIBHOCTH aHCAMOJIEBOM MOJENN K KIIOYEBOMY HapameTrpy —
yuciny jaepeBbeB n_estimators B Isolation Forest m umcimy coceneit k B LOF. PesynbraTh
MOKa3bIBAIOT, YTO ONTHMAJbHbBIE 3HAYEHUSI COCTABIIOT n_estimators = 100 u k= 20, mpu KOTOpBIX
JOCTUraeTcs 6ajaHc MEXy KayeCTBOM U BBIUYMCIUTEIbHON CTOMMOCTBIO.

Tabnuia 5 — AHau3 4yBCTBUTEIBHOCTH K THIepriapamerpam Isolation Forest

n_estimators F1-score AUC-ROC Bpems 00yu. (¢)
50 0.831 0.941 6.2

100 0.852 0.924 12.4

200 0.858 0.928 24.1

500 0.861 0.930 59.8

Pe3yiabTaThl HCCI10BAHUM

ConoctaBneHue ¢ CylecTBYIOUMMHI paboTamu

[Tony4yeHHBbIE pe3ysbTaThl COTIIACYIOTCS C JaHHBIMH CMEXHBIX mccienoBanuii. Chen et al.
(2021) mpu oOHapy>KEHHWM MOIICHHUYECTBA Ha 3K3aMeHax ¢ mnpumeHeHueM Random Forest
mocturiii F1 = 0.891, 4ro comocTaBHMO C HAaIIMM IIOKasaTeleM [UId aHCaMOJIEBOM MOIEIH
(F1 =0.903) [10]. ITpu 3TOM cienyeT yuuThIBaTh, YTO HAII AATACET 3HAYUTENIBHO LIUPE IO OXBATy
Y BKJIFOYAET TP KaTErOPUH JaHHBIX.

Pabora Zhang et al. (2022), npumensiBumiux VAE ans aHanm3a cTyI€HYECKOM aKTUBHOCTH B
LMS, nokazana AUC-ROC = 0.938, uro Himke Hamero pesyibrara (0.961), necMoTpst Ha Oosee
y3Kyl0 TpeaMeTHyr obnacts [13]. DTo cBuaeTenbCTBYET O NPEUMYINECTBAX aHCaMOJIEBOTO
MOJIX0/1a TIEpe] OTMHOYHBIMU HEHPOCETEBBIMH MOJICIISIMU.

AHanu3 MaTtpuibl OMMOOK aHCcaMOJIGBOM MOJENM  BBISBWJI, 4YTO  OOJBIIMHCTBO
JIOXHOOTpHUIATENbHBIX pe3yibTaToB (False Negatives) mpuxoauTcsi Ha TOBEACHYECKHE aHOMAJIMH B
LMS c nocreneHHbIM HapacTaHUEM OTKIOHEHHS («aperiom»). DTo yKa3bIBaeT HA HEOOXOIUMOCTh
JIOTIOJTHCHUST aHCaMOJIsi MeToJaMu OOHapykeHws npeiida konmernuuid (concept drift detection),
takuMu kak ADWIN win Page-Hinkley test [13].

JloxxnomnonoxurensHbie pe3yibTaThl (False Positives) wame BcTpewaroTcs B Hadale
yueOHOro ceMecTpa, Korja naTTepHbl aKTUBHOCTU CTYJIEHTOB el He yCTOsUCh. JlaHHbIi 3¢ ekt
MOJKET OBITh HUBETTMPOBAH BBEJICHHEM CE30HHBIX KOMIIOHEHT B IMTPU3HAKOBOE MPOCTPAHCTBO.

Pa3paboranHbie METOABl HEMOCPEICTBEHHO NPUMEHHUMBI B paMKaxX AUCCEPTAMOHHOTO
uccnenoBanus «Pa3paboTka METOAOB MAIIMHHOTO OOYy4YeHHs A OOHAapy>KEHUS aHOMAIui B
YHUBEPCUTETCKUX TaHHBIX». [Ipe/ioxkeHHbI aHcaMOIeBbIN MOAX0A 00ecreynBaeT JOCTaTOYHBIH
YPOBEHb aBTOMATH3AIMH ISl pa3BEPTHIBAHUS B pEAbHOW YHUBEPCHUTETCKON HWH(OPMAIIMOHHON
cucreme. Huskoe Bpemss uHpepeHca (61.8 ¢ Ha mHOJIHOM jgaracere) IO3BOJIAET MPOBOAMUTH
€KEeTHEBHBIM MOHUTOPHUHT 0€3 3HAYUTENIbHON Harpy3ku Ha [T-undpactpykrypy.

JlanbHeHIIMM HampaBlIeHUEM Pa3BUTHS SBIISETCS WHTErPAIUsl CUCTEMBI C KOPIIOPATUBHBIMU
ERP-cucremamu ynusepcutetoB (1C: YHuepcurer, SAP ans oO6pa3oBaHus), YTO COOTBETCTBYET
3a/1la4aM MPaKTUYECKOW YacTH JUCCEepPTAIUH.

Ha  ocHoBe  pe3ynbTaToB  SKCIEPUMEHTAIBHOTO  MCCIEAOBAaHUS  IpeJularaercs
MHOTOYpOBHEBasl apXUTEKTypa CHUCTEMBbl OOHapyKEHHs aHOMaluii, cocToAlIas W3 YETBIPEX
Moxynei: (1) moayns coopa u mpenodpaboTKH NaHHBIX; (2) MOTYJIb U3BJICUEHUS TPU3HAKOB,;

(3) ancamOneBblii MOAydb OOHapy>XeHHs aHOManMi; (4) MOIyNb BH3yaIHM3aLUU U
OIOBEUICHU.

Tabnuna 6 — KoMoHeHTHas apXUTeKTypa HpeiaraeMoi CUCTEMbI

Moayab DOyHKIUT TexHonoruu
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COop maHHBIX ETL-naiimmaiid, KOHHEKTOPbI Apache Kafka, PostgreSQL
Kk B]/I,
[IpenobpaboTka Hopwmanuzanusi, pandas, scikit-learn
3aroJIHEHHE
MIPOITYCKOB
N3Bneuenue Feature engineering, PCA scikit-learn, TensorFlow
MIPU3HAKOB
OO6Hapy>keHHe IF + LOF + Autoencoder scikit-learn, PyTorch
AHOMAJIMI ensemble
Busyanuzanus JlamGopapl, anepTsl Grafana, FastAPI

Cxema B3aMOJICHCTBUSI KOMIIOHEHTOB (TEKCTOBAs AUarpamma)

[McTounuky naxHeux] — [ETL / lpenoBpaborka]

(BO ouexox, LMS,
duHaHCH, XaIpH) Feature Engineer

I
v

AncambrneBmyt xaccuduxaTop
IF LOF —y— AE
T '-'Tote ]

I
v

[Hambopn / Onosemexusa / OrTuérTH]

PucyHok 2 — ApxuTeKkTypHas cxema CUCTEMbl OOHAPYKEHUSI AaHOMAJIHI

3akiouenue

Hactosmee wuccnegoBaHue TMOCBSIIEHO METOJOB U alTOPUTMOB  OOHAPYKEHHS
AHOMAQJIMI B JIAHHBIX YHMBEPCHUTETA Ha OCHOBE METOJIOB MAalIMHHOTO 00y4eHUs. B xome paboTel
ObUT TMPOBEAEH CHCTEMAaTHYECKHIl aHalM3 CyIIeCTBYIOMIMX METOJOB — OT KJIACCHYECKUX
CTATUCTUYECKUX TIOJIXOJIOB JIO COBPEMEHHBIX HEUPOCETEBBIX APXUTEKTYpP, — UTO IO3BOJIMIIO
000CHOBaHHO BBIOpaTh TpU  ANTOpUTMa, HauOoJiee aAJaNTUPOBAHHBIX K  CHEIuUKe
akagemMuueckux naHHbBIX: Isolation Forest, Local Outlier Factor u  aBTo3’HKOIED.
DKcrepuMEHTAIbHOE MCCIIeI0BaHuE MPOBOAMIIOCH Ha jaaracere, BKiIrovaromeM 487 320 3amuceit
TPEX KATEropuil — aKaJeMUYECKUX, CETEBbIX U MOBEACHUECKUX AaHHBIX LMS — 3a nepuon 2020—
2025 romoB. PesynbpTaThl TECTUPOBAHUS MPOJAEMOHCTPUPOBAIN CYIIECTBEHHOE MPEBOCXOACTBO
aHcamOJeBoil MOJeNnu HaJ KaxAbIM W3 0a30BBIX MeTo/a0B: 3HaueHue Fl-score cocraBuio 0.903,
AUC-ROC — 0.961. Amnanu3 ommOOK KiIacCU(QUKAUU BBIABUI, YTO OOJBIIUHCTBO
HeoOHapYKEHHBIX aHOMAIIMK OTHOCHUTCA K KJIaccy OTKJIOHEHUH C MOCTETEHHBIM HapacTaHUEM, YTO
ONpeaeseT OJJHO U3 KJIFOUEBBIX HAIIPABICHUN TaJbHENUIINX UCCIECIOBAaHUN.

[TpakTHdeckass 3HAYUMOCTb PAOOTHI OMpPENENSIeTCS HEMOCPEACTBEHHON MPUMEHHMOCTHIO
pa3pabOTaHHBIX METOJOB B CHCTeMax WHGOPMAITMOHHOW O0€30MacHOCTH  Ka3aXCTaHCKUX
yHUBEpCcUTETOB. OTCYTCTBUE JOCTATOYHBIX MEXAHHU3MOB 3aIIUTHI B HauOoJee pacrnpoCTpaHEHHBIX
oTeuecTBeHHBIX  LMS-mmargopmax  gemaeT  WHTErpalMi0  MHTEIJIEKTYaJdbHBIX  METOJ/OB
oOHapyXeHHsI aHOMalWii OCOOEHHO aKTyaJdbHOW 3ajadeil, a MPeIOKEHHBIH MOAXO0J CO3AaéT
TEXHOJIOTHYECKYI0 OCHOBY JUIsl MOI00HOW mHTerpanun. Huskoe Bpemsi nndepernca ancamOIeBoi
MOJENIM TOATBEPKIAET PEATU3yeMOCTh €KEJHEBHOIO aBTOMATU3UPOBAHHOTO MOHUTOPHHIA B
pamkax mratHoi IT- uHbpacTpyKTYyphl yHHUBEpCUTETA.

[lepcnexkTuBbl  JaNbHEHIIMX  UCCIENOBAHMM  CBSI3aHBl C  BKJIIOYEHHUEM  METOJIOB
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JNETEKTUPOBaHUs Jperda KOHIEnIui, pa3pad0TKOW HWHTEPHPETUPYEMBIX MOJCICH B pamKax
nmapaaurMal O6’b$ICHI/IMOFO HCKYCCTBCHHOI'O HHTCIUJICKTA, a TaKXKXC MNMPUMCHCHUCM TEXHOJIOTui
(dbenepaTUBHOrO OOy4YeHHs ISl COBMECTHOI'O aHallM3a JaHHBIX HECKOJIbKUX YHHBEPCUTETOB 0e€3
HapyUuICHUA KOH(l)I/II[eHLII/IaJIBHOCTI/I NEPCOHATIBHBIX NAHHBIX CTYACHTOB.
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MACHINE LEARNING METHODS FOR DETECTING ANOMALIES IN UNIVERSITY
DATA

Berik Akhmetov, Temirlan Zharylgassyn
Yessenov University, Aktau, Kazakhstan
e-mail: berik.akhmetov@yu.edu.kz, timurzha362@gmail.com

Abstract. This article is devoted to the development and comprehensive analysis of machine
learning methods used to automatically detect anomalies in heterogeneous university data. The
relevance of the research is due to the rapid growth of digital data in the academic
environment, as well as the need to quickly identify atypical patterns of behavior that may indicate

213



Ne1l (54) 2026 «Yessenov Science Journal»

academic dishonesty, network traffic data failure or threats to information security.

The paper systematizes the theoretical foundations of anomaly detection, including the
classification of anomalies by type (point, contextual, collective) and an overview of existing
approaches to their detection. The mathematical apparatus of three key algorithms is described in
detail: the Isolation Forest method, based on random partitioning of the feature space; a neural
network approach based on autoencoders, using the reconstruction error as a measure of anomaly.;
as well as the Local Outlier Factor (LOF) algorithm, which evaluates the degree of deviation of an
object relative to its local environment.

Experimental studies were conducted on real university data covering academic
performance, attendance, activity in LMS systems, and financial transactions. A comprehensive
ensemble approach is proposed that integrates the results of all three algorithms based on weighted
voting. A comparative evaluation of the methods using the Precision, Recall and F1-score metrics
was carried out. The results demonstrate a high accuracy of anomaly detection with a minimum
level of false alarms, which confirms the practical applicability of the proposed approach in a real
university environment.

Keywords: machine learning, anomaly detection, university data, isolation forest,
autoencoder, LOF, classification algorithms.

YHUBEPCUTET JEPEKTEPIHIAEI'T AYBITKYJIAP/IbI AHBIKTAYT A
APHAJIT'AH MAIINHAJIBIK OKBITY 9JICTEPI

AxmetoB b. b., Kapblaracein T. P.
EcenoB ynuBepcuteri, Akray, Kazakcran
e-mail: berik.akhmetov@yu.edu.kz, timurzha362@gmail.com

AnpaTna. byn makana rereporeH/ii yHUBEpCUTET JepEKTEPIHACTI aybITKYyIapbl aBTOMATThI
TYPAE aHBIKTAy YIIiH KOJJAHBUIATHIH MaIIMHANBIK OKBITY OIICTEpiH d3ipieyre j>KoHE KelleHi
Taj/ayra apHairaH. 3epTTey/liH ©3€KTUIIr aKaAeMUsIIBIK OpTagarbl HU(PIBIK AepeKTep KOIEMiHIH
KAapKbIH/bl ©6CyiHE, COHAAN-aK aKaJeMUsIIbIK aJlajl/IbIKThI, XKEJNUIK TpahuK JepeKTepiHiH Oy3bUTyhI
HEMece aKMapaTThIK KayilcCi3aikKKke TOHETIH KaTepaepAl KyaJlaHAbIPaThlH TUITIK eMeC MiHe3-KYJIbIK
YIITLIEepIH Kele] aHbIKTay KaKeTTLIIrHe OalllaHbICThI.

JKymbIcTa aHOMaHsIIap bl aHBIKTAYAbIH TEOPHSUIBIK HET13/1epl JKyHeIeHreH, COHBIH 11I1H/Ie
aHOMaJIMSUIapAbl TYpsiepl OOWbIHIIA XKIKTey (HYKTEIIK, KOHTEKCTTIK, Y)KbIMJBIK) *OHE OJap/bl
aHBIKTAY/JbIH KOJJIAHBICTAFbl TOCUANEpiHE MIONYy. YII HEri3ri ajJrOpUTMHIH MaTeMaTHKAaJIbIK
amnmapaThl erKeH-TErKeWsl cumaTrTagraH: Oenruviep KEHICTITIH Ke3ACHCOK Oeiyre Heri3ienreH
OKIIayJNarelll opMaH ofici (isolation Forest); anomanusi emnmiemi peTiHAE KaiTa Kypy KaTeciH
naiiajaHaThIH aBTOAHKOJIEPJIEPTe HETI3/IeNTeH HEUPOHIBIK KENl TOCUIl; COHJai-aK OOBEKTIHIH
KEPrUTIKTI OpTaFa KaTbICThl aybITKY JOpEeXeCiH OaralaliThbIH >KepriliKTi HIbIFapy (aKTOPBIHBIH
anroputMi (Local Outlier Factor, LOF).

OKCIIEpUMEHTTIK 3epTTeysiep OKy YirepiMiH, cabakka Karbicyabl, LMS xyiienepinneri
OENICEeHAUTIKTI JKOHE Kap KbUIBIK OIepanusiiapibl KaMTUTBIH HAKThl YHHUBEPCUTET [E€PEKTEpPIHJIE
xyprizinai. CanMakTel Jayslc Oepy HeTi3iHJe OapibIK YII aJrOPUTMHIH HOTHXKeJepiH OipiKTipeTiH
KEIIeH 11 aHCaMOJIb K TocT YChIHBUIIBL. Precision, Recall sxone F1-score kepcerkimrepi OoMbIHIIIA
onicTepi canbICThIpMalbl Oaranay >Kypriziaai. HoTwkenep skanfaH MO3UTUBTEP/IH MHHHUMAIIbI
JEHTeHIHE aybITKyJIap/ibl aHBIKTAYIbIH JKOFapbl IOJIITIH KepceTesl, Oyl YCHIHBUIFAH TOCUIIIH
HAKThl YHUBEPCUTETTIK OpTa/ia MPAKTUKAIBIK KOJIAAHBUTYbIH pacTailIbl.

Tyiiin ce3aep: MamMHAIBIK OKBITY, ayBITKyJapJbsl aHBIKTAy, YHHBEPCUTET IepeKTepi,
OKILIAyJIaFbIIl OpMaH, aBTo3HKoep, LOF, xikTey anropurmaepi.
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